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EX-CFFI A AL O LOCAL | NTERNET SERVI CE PROVI DER PLEADS
QU LTY IN FEDERAL COURT TO FELONY COVPUTER ATTACK CHARGE

DAVID N. KELLEY, the United States Attorney for the
Sout hern District of New York, announced that PETER BORGHARD, a
former network adm ni strator of a Manhattan-based internet
service provider called Netline Services, Inc., pled guilty today
in Manhattan federal court to a felony charge stenmng fromhis
el ectronic attack on Netline s conputer system BORGHARD s
attack on Netline destroyed portions of Netline' s conputer
hardware and tenporarily deprived its custoners of internet
service, causing Netline to suffer nore than $100, 000 in
| osses.

According to a Crimnal conplaint filed previously in
this case, Netline, a local conputer and internet conpany,
provides a variety of high-speed broadband conputer and
comuni cation services to businesses |ocated throughout New York,
New Jer sey, Pennsylvania and Southern California. These services

i ncl ude dedi cated internet access, e-mail, web hosting,



net wor ki ng services, custom zed security software and firewall
protection services, and website design and dat abase devel opnent.
BORGHARD was Netline's conmputer systens adm ni strator between
June and the end of Cctober 2002. |In that capacity, BORGHARD
oversaw the operation of Netline's entire conmputer network and
had access to various passwords and user codes that gave him
access to, and control over, Netline's entire conputer system

According to the Conplaint, BORGHARD | eft the conpany
abruptly and w thout explanation at the end of OCctober 2002.
Shortly after quitting the conpany, BORGHARD nade a demand to
Netline for back salary he clainmed he was owed, but Netline
declined to pay and, in Decenber 2002, BORGHARD sued Netline to
col | ect approximately $2,000, it was charged.

Then, according to the Conplaint, on two separate
dates in January 2003, Netline experienced two conputer intrusion
attacks on its network. The first attack took place on January
15, 2003, wiping out all data, as well as the basic internal
conputer infrastructure settings (also known as “configuration”
settings) on approximately 12 machines in Netline' s conputer
network, tenporarily crippling the system Netline' s system was
down, and its custoners were denied e-mail service, for
approxi mately 15 hours.

Al though Netline was able to restore its system and

service to its custoners with some effort, Netline s custoners



continued to receive sporadic service for several days
afterwards, causing Netline' s business to suffer. According to
the Conplaint, Netline took steps to secure its system agai nst
simlar attacks, but in the early norning of January 25, 2003,
Netline was hit with another electronic intrusion and attack
(this time on machines not previously targeted and not yet
protected), which erased various operating systens and
configuration settings.

According to the Conplaint, as a result of the attacks,
Netline incurred costs associated with reconfiguring operating
systens, replacing damaged equi pnent, repairing custoner
relations, as well as the direct |oss of certain customers, and
related lost profits and future business opportunities.

According to the Conplaint, in the course of the
i nvestigation, conputer forensics anal yses conducted by the FB
reveal ed that, although Netline's attacker had attenpted to erase
all electronic traces of his identity, the attacks on Netline’s
system coul d be |inked by certain conputer records to other
conputers outside Netline that were in use or otherw se
controll ed by BORGHARD. Anpbng those outside conputers was a
conput er box BORGHARD was surreptitiously controlling as a
“slave” internediary conputer froma renote |ocation. That
“slave” conputer was sitting, unnoticed but neverthel ess under

operation by BORGHARD, in BORGHARD s forner cubicle at a conpany



wher e BORGHARD had worked prior to joining Netline.

BORGHARD admitted before United States Judge CGEORGE B
DANI ELS today that he had comnmtted the attacks on Netline,
during his plea of guilty to a single felony charge of conputer
i ntrusion.

BORGHARD i s schedul ed to be sentenced on June 15, 2004,
by JUDGE DANI ELS. BORGHARD faces a maxi num sentence of 10 years
in prison and a fine of $250,000 or twice the gross gain or gross
| oss fromthe of fenses.

BORGHARD, 26, lives in Staten Island.

M. KELLEY praised the efforts of the Federal Bureau of
| nvestigation in this case.

Assi stant United States Attorney DAVID SIEGAL is in
charge of the prosecution.

04- 25 Hit#



